??? THE

o1 - CYBER
o— —O RESILIENCE
Y 7©  CENTRE

666 NETWORK

JThe CRC Network

Police led, business focused
cyber support for your
organisation

Helping businesses and third-sector erganisations become more
secure through knowledge sharing, training, and guidance.
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Why join a Cyber Resilience Centre?

All businesses, and third sector organisations, must accept that regardless
of size, sector or location, they have an obligation to protect themselves,
which, in turn, helps protect all of the other businesses they deal with.

Every Cyber Resilience Centre (CRC) helps SMEs increase their cyber
awareness and security. By signing up with a CRC, you will be taking
positive steps on a journey to make your organisation safer online.

By joining a CRC, you will be able to access a range of fully funded
training courses and services, and support for all things cyber. Moreover,
you will be joining a network of like-minded business owners who are
committed to reducing online risk. We regularly host events and seminars
and share local, national and international cyber threats and trends.

Signing up with a CRC entitles you to:

0 ., Access to fully funded Security Awareness Training
I]—U v Ensure your team are cyber-aware, and doing the right thing to protect
w~ themselves, their colleagues and your business.
o2 Access to a range of fully funded Cyber PATH services

Cyber PATH provides services specifically designed for SMEs
and third-sector organisations. See Page 4 for details.

g

§=7 Signposting to free, trusted guidance
(%; We provide details about where to go for free and highly trusted
~ support and guidance; much of which is sector and industry-specific.
[Z] 1-2-1security discussion with a member of the CRC team

aé|

To review your business's cyber resilience

Monthly Newsletter
To keep you updated with current threats and what to look out for.

Designed to support essential cyber security discussions between
your board and the technical experts.

<9
; A Board Toolkit
= '

il!éﬂ Exercise in a Box
u A suite of preparedness exercises based on real-world scenarios to
test your organisational responses.

090 | Invitations
= To webinars, drop-in surgeries, networking events and conferences.
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A network of police-led centres across England and Wales

Joining a CRC is easy and quick, scan the QR code blow to find your nearest centre.
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If you already know your nearest CRC, you can click on the relevant
centre's logo on the map. which will take you to the sign-up page.
Alternatively, click the button below to go the postcode locator tool.

GO TO POSTCODE LOCATOR TOOL
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https://nationalcrcgroup.co.uk/regional-centres/
https://www.ecrcentre.co.uk/services
https://www.emcrc.co.uk/community
https://www.londoncrc.co.uk/community/join-our-community
https://www.nwcrc.co.uk/membership
https://www.swcrc.police.uk/join-us
https://www.wcrcentre.co.uk/membership
https://www.wmcrc.co.uk/membership
https://www.nebrcentre.co.uk/core-membership-sign-up/
https://nationalcrcgroup.co.uk/regional-centres/

Fully funded services

Our Cyber PATH programme delivers a range of fully funded
cyber services specially created to support SMEs and
third-sector organisations.

Through the Cyber PATH programme, each of our
nine police-led centres works closely with its local
universities to handpick a unique and talented cadre
of students who work alongside senior security .
practitioners and supervisors to deliver a range of CYBER PATH

. : : POLICE & ACADEMIA
cyber resilience services tailored to meet the needs  TALENT HORIZONS
of your business.

The services are fully funded, meaning that if you are signed up with
your local CRC, you can access these services for your business free
of charge.

The Cyber PATH services available to you are:

o)

3 Staff training for those with little or no cyber security or technical

3 Security Awareness Training
knowledge.

First Step Web Assessment
Provides you with an initial assessment of your website to highlight
its most pressing vulnerabilities.

i

Internal Vulnerability Assessment

g Scan and review your internal networks and systems looking for
—°— wvulnerabilities.
/\ ExternalVulnerability Assessment

Focuses on identifying weaknesses in the way your organisation
connects to the internet.

:@

Web Application Assessment
This service assesses your website and web services for
weaknesses.

EISI)
<

Microsoft 365 Service
Reviews your Microsoft 365 configuration to identify any flaws and
weaknesses in your organisation’'s set up.

<
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Internet Discovery Service
Comprehensive review of publicly available information about any
potential or existing employee.

Cyber Business Continuity Review
A thorough review of your business continuity plan and overall
resilience to cyber attacks.

© P

Cyber Security Policy Review
An in-depth review of how your current cyber security policy is
written and implemented.

Jis

The CRC Network




Why use Cyber PATH
fully funded services?

Cyber PATH services have been

created specifically to assist SMEs CYBER PATH
. L . POLICE & ACADEMIA
and third-sector organisations in TALENT HORIZONS

becoming more cyber resilient. By
using these services you are helping to protect your business and
your people, and the businesses you deal with..

@ Cyber PATH is a trusted service
The Cyber PATH programme is police-led, and government
funded. The services are delivered under the supervision of
cyber security professionals.

@ Cyber PATH services help you protect your business
By using the Cyber PATH services to become more resilient,
you will be informing your staff and you will be better informed
about potential cyber vulnerabilities within the company.

Cyber PATH services can help protect others

Every business has supply chains; whether it's those you buy
from, or those you sell to. Any weaknesses in your business
could cause disruption to those you deal with.

Cyber PATH is developing a vital talent pipeline

The Cyber PATH programme provides students the
opportunity to work alongside cyber professionals in real work
situations and will encourage them to consider cyber as a

career path.

@ Cyber PATH services are fully funded
Cyber PATH is a police-led initiative funded by the
government who are committed to making the UK a safe

place to work and live in.

CRC membership and Cyber PATH the perfect place to
start your cyber resilience journey

By joining a CRC and utilising the Cyber PATH services and
trusted guidance, you will be better prepared to become
Cyber Essentials or Cyber Essentials Plus accredited.

@:.YBER G’EYBER
ESSENTIALS ESSENTIALS
PLUS
O£ 0

Scan the QR code or go to cyberpath.co.uk E__E*"—"};S
Ofige®
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https://cyberpath.co.uk/

Want to know more?

The best way to find out about the many ways your
CRC can support you is to sign up with your regional
centre and start your journey towards better cyber 'l""r"' 'ﬁ

resilience.

To find your local CRC, scan the QR code, or click on
the postcode locator tool, and start your journey towards better
cyber resilience.

GO TO POSTCODE LOCATOR TOOL

We also have a digital newspaper with much more information and
some interesting case studies about how SMEs and third-sector
organisations are working with their CRC and Cyber PATH to make
their business more secure online.
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DOWNLOAD THE SME GUARDIAN
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https://nationalcrcgroup.co.uk/regional-centres/
https://www.dropbox.com/scl/fi/2bgv4vgj4qqi6nrvszi7p/CRC-Network-Newspaper.pdf?rlkey=itarjmhx8a932yezjr2h56bur&dl=0
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Ihe CRC Neéetwork

Police led, business focused

enquiries@nationalcrcgroupico.uk

nationalcrcgroup.co.uk

®@NationalCRCG

5% @ [

National Cyber Resilience Centre Group
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